MIHICTEPCTBO OCBITH I HAYKH YKPATHH

JEP)KABHUW BIOTEXHOJIOTTYHHWI YHIBEPCUTET

3ATBEPJDKYIO
I'onoBa npuitmMansHOT KOMICIl >
B.o. peicopa JIBTY s

1A

ITPOT'PAMA
(axoBoro BCTYIHOTro BHIPOOYBaHHS
AJist 3100y TTs cTyneHs ocBiTu bakanasp
Ha ocHoBi HPK6 (HPK?7)
I"anmy3e 3HaHB F Indopmauiiini TexHnoJtorii
CrneuiaibHiCTh FS KibGep6e3neka Ta 3axuct ingopmanii
OcsiTHs nmporpama KibGepOe3neka ta 3axuct inpopmarii

XapkiB 2025




3MICT

3ATATTBHT TTIOTTOMKEHHM . eevveee et e et e e e eeeeeeaees e e e e e e e e e e eeeaaeeee s e e e errnaeeanaaae

1. Bumoru 10 piBHA MIATOTOBKH BCTYIHHUKIB. . .........

2. 3micT (haxoBOro BCTYITHOTO BUMIPOOYBAaHHS y pO3pi3i
JUCLHUILIIH. . ..

3. Kpurepii omiHtoBaHHs (paXxOBOT'0 BCTYITHOTO BUIIPOOYBaHHS.

4. [Topsinok npoBeaeHHs (haxoBOro BCTYIMHOI'O BUIPOOYBaHHS.

| S 02 01 (0):F:1 G T NS 0 14 1 DO

JNOJATOK 3pa3zok «Ex3aMeHAIIHHAN OUTCT» . ....ovvveeiieeaieeanns..



3AT'AJIBHI HIOJIOKEHHSA

Beryn Ha ocHOBI (OCHOBA BCTYILy) - paHilie 3100yTUI OCBITHINA (OCBITHBO-
kBani(dikaiiitHuil) piBeHb a00 OCBITHIM CTyHiHb Ta BIAMNOBIIHUN pPIBEHB
HanionansHoi pamku kBamidikamid (mami - HPK), Ha ocHOBiI skoro
3IMCHIOETHCS BCTYH JJIs1 3100y TTS CTYyIEHS BULIOI OCBITH.

®daxoBuii icnut - (hopmMa BCTYIMHOTO BUIIPOOYBaHHS AJIs BCTYIy HA OCHOBI
HPK6 (HPK?7), sika nepenOayae nepeBipKy 34aTHOCTI O OIMIAHYBAHHS OCBITHBO1
porpaMu TIEBHOTO PIBHSI BHIIOI OCBITH Ha OCHOBI 3100yTHUX paHIlIe
KOMIIETEHTHOCTEM.

Ha naBuaHHs 3a mporpamoro MmiAroToBKH OakajaBpa 3a CHeIliadbHICTIO
F5 KibepOesneka ta 3axuct iHbopmarllii (ocBiTHsI nporpama KibepOesmneka Ta
3axucT 1H(opMalli) MOXKYTh BCTYNAaTH OCOOH, SKI OTPUMAIU JIUILIOM
OakanaBpa (cmemianicta, marictpa) (HPK6, HPK7) 3 BignoBigHoi abo iHmIoq
CHEIIaTbHOCTI Ta MPOJEMOHCTPYBAJIN TOCTaTHIN PiBEHb 3HAHB 3 TEM, MEPENIK
SIKUX BHHECEHO JUIS OLIHIOBAHHS IIJATOTOBJICHOCTI BCTYIHHUKA JUIS 3700YTTS
BUIIIOi OCBITH.

Jlist mpoBefieHHST KOHKYPCHUX (PaxoBHX BCTYHMHHX BHIPOOYBaHb Ha
HAaBUYaHHS Ha 3700yTHX paHII CTYIEHIB OCBITH OakamaBp, MaricTp; OCBITHBO-
kBaji(ikamiitHoro piBHs crerianict, HakazoM pekTtopa JIBTY crBoprotoThes
(axoBl arecraiiitHi KOMICIi, AISUIBHICTh SIKUX peryiaMeHTyeThes lonoxkeHHsam
PO MNpPUWMANIbHY KOMICIKO BHIIOIO HAaBYAJIBHOIO 3aKJaay, 3aTBEPIKEHOIO
Haka3oM MiHicTepcTBa OCBITH 1 Hayku YKpainu Big 15 xoBTHa 2015 poky
No 1085 Ta 3apeectpoBanoro y MiHicTepcTBl IOCTHINT YKpaiHu 4 JIMCTOIAa
2015 poky 3a Ne 1351/27796.

daxoBe BCTyIHE BUIPOOYBaHHS MPOBOJIUTHCSA (PaXxoBOIO aTecTallliHOIO
KOMICI€0 3a IIPOrpaMolo, 3aTBepKeHo0 pekrtopoMm JIBTY.

[Iporpama (axoBoro BCTYMHOTO BHUIMPOOYBaHHA CKJIaJeHa  JUIs
BCTYITHUKIB, SIKI BCTYMalOTh Ha HaBUaHHA 10 [lep:kaBHOro G10TEXHOJIOTTYHOTO
YHIBEPCUTETY 32  OCBITHBO-TIpO(eciiHOI0  mporpamoro  0OakamaBp  3a
cnemianpHicTiO F5 KibepOesneka Ta 3axuct iHpopMarliii Ta nependavae OmiHKY
0a30BHX 3HaHb O0CI0, [0 MalTh 3700yTHIl OCBITHI CTymeHi OakaiaBpa
(maricTpa), OCBITHbO-KBaII(PIKALIIMHUI PIBEHb CIELIAICT, 32 TEeMaMu (PaxoBHUX
JUCUUIUTIH, SIKI Jal0Th MOXMJIMBICTh OI[IHUTU 3arajbHUNA pPIBEHb MiJTOTOBKHU
BCTYIIHUKIB J10 HaBuaHHs 3a crneuianbpHicTIO F5 KibGepOesneka Ta 3axuct
iH(popMmarii.

[Iporpama Bu3HAYa€ MeEpeiK MUTaHb, OOCAT, CKJIAJIOBI Ta TEXHOJIOTIIO
OILIIHIOBAHHS 3HAaHb BCTYIMHHWKIB MiJI Yac BCTYIly Ha HaBYaHHS 3a CTyINEHEM
OCBITH MaricTp 3a crnenianbHicTio F5 Kibepoesmneka ta 3axuct iHdopmariii.

Meta BcTynHoOro (paxoBoro BUNPOOYBAHHS TOJISTa€ B KOMILIEKCHIM
nepeBipIli 3HaHb BCTYMHHKIB, OTPUMAHUX HHUMH B pe3yJbTaTi BUBYEHHS



IUCIUIUIIH Ta OIIHII BIAMOBIIHOCTI IMX 3HAHb BHUMOraM [0 HaBYaHHS 3a
cTyrneHeMm OakayaBp (Marictp), OCBITHBO-KBali(iKallliHUN PIBEHb CIEHIAIICT,
Ha cneuianbHicTh F5 KibGepOesneka Ta 3axucT iHpopmalii Ta IOMYCKY A0
y4acTi y KOHKYpPCHOMY Bi0OpI.

YMoBH TmpoBelleHHsI BCTYNHHX BHIPOOyBaHb. @axoBi BCTYIIHI
BUNPOOYBAaHHS MPOBOAATHCS B YCHIM (opMmi, y BUIISAL ICOUTY OYHO abo
OUCTaHIiMHO. IcmuT B yCHIM (opMi NMPOBOAMUTHCS HE MEHIIE, HIK JIBOMA
YJIEHAMH KOMICIi 3 KOXXHHMM BCTYIHHMKOM, SKUX MpHU3HA4ae rojioBa (axoBoi
KOMICIi 3T1JIHO 3 PO3KJIAJ0oM y JeHb icnuTy. Ili yac ckiamaHHs ICIUTY OYHO
YJICHU KOMICii BIAMIYalOTh IPaBUIIbHICTh BIATIOBIZIEH B apKyIill YCHOT BIJTIOBII1,
SKAW TO 3aKiHYeHHl ICMUTY MAMUCYEThCS BCTYIMHUKOM Ta 4YiIeHaAMHU
BiiMoB1AHOT KoMicii. CkIafaHHs ICIUTY y AUCTaHIIHHIN HopMi BiIOYBaEThCS 13
3actocyBaHHsAM miathopm Zoom (Google Meet). [adopmartiist mpo pe3yabraTtu
ICIIUTY OTOJIONIYETHCSI BCTYITHUKOBI B JIEHb OTO MTPOBEICHHSI.

3MICTOBHO-METOAMYHE  3a0€3Me4YeHHs  BCTYMHHX  BUNPOOYBaHb
31MCHIOIOTh HAYKOBO-TIEAAroriyHi MpaniBHUKU NpoduibHUX Kadeap.



1. BUMOI'M 10 PIBHA HNIAI'OTOBKHU BCTYITHUKIB

Jlo mpoxoKeHHs (paxOBOTO BCTYITHOTO BUIIPOOYBAaHHS JOITYCKAIOTHCS
BCTYIHUKH, SIKI BUKOHAJIM MOBHICTIO HaBYAJIbHUY IJIaH 32 OCBITHIM CTyNEHEM
OakanaBpa (Mmarictpa) abo OCBITHbO-KBadi(IKaI[IHHOrO piBHA coeumiaigicra u
OTPUMAJIH IUIIOM 3a BIJIMOBIAHOIO 200 1HIIOK CHEIANBHICTIO.

BeTynHuK MOBUHEH 3HATH:

&,  TepMiHOIOriIO, 10 CTOCYETHCS OCHOBHUX ITOHATH 32 (haxom;

Q. cyuyacHhi inpopMaIitHO-KOMYHIKaI[iifHI TEXHOJIOTII;

Q. cyuacue MporpamMHoO-arapaTHe 3a0e3MeUYCHHS
1H(popMaIiTHO-KOMYHIKAIIMHUX TEXHOJIOT1H;

Q.  ocHOBH mporpamyBaHHS;

.  OCHOBH 3aKOHOJIABYO1, HOPMATHBHO-IIPABOBOI 0a3u YKpaiHu
Ta BUMOT BIINOBIIHMX MIDKHAPOJHHMX CTAHAAPTIB 1 MPAKTHK IIMOJ0
3aiiicHeHHs podeciiHOl AibHOCTI,

Q. Teopii, Momeni Ta NPUHIUIM YIPABIIHHSA JIOCTYIIOM JIO
1H(pOpMAaIIHUX pecypCiB;

.  ocHOBH Teopii cucTeM ympaBiiHHA iH(OPMaIiHHOW Ta/abo

KiOepOe3mneKoro;

&,  OoCHOBHI HPHUHIUIHK TOOYIOBH JIESIKAX THITIB KOMIT IOTEPHUX
MEpEexX;

. ocHOBHI PI3HOBUIU IIK1IJTUBOTO IPOTrPaMHOTO
3a0€e3IeYCHHS;

.  OCHOBHI BiIOMOCTi CTOCOBHO KibepaTak;
BceTynHUK NOBMHEH BMIiTH:

.  BUIBHO BOJIOITH TEPMIHOJIOTIEIO 3a (haxoM;

Q.  3acrocoByBarm iH(pOpPMAaLiKHO-KOMYHIKALIHHI TEXHOJOTII
npu poOoTi 3a Paxom;

&,  Hajmaro[KyBaTH OCHOBHI CKJIQJOBI MPOrpaMHO-arapaTHOTO
3a0€3IICUCHHS;

., mporpamyBaTH Ha Cy4acHiii MOBi BUCOKOTO PiBHS;

&,  amamizyBaTH MOTEHIIMHI Ta pealbHi 3arpo3u iHdopMaLii;

N, 3a1MCHIOBAaTH  OCHOBHMI  3axuct cBoro IIK  Bix
iH(OopMaIiitHUX 3arpo3.



2. 3MICT ®AXOBOI'O BCTYIIHOI'O BUITPOBYBAHHA Y
PO3PI3I JUCLHUIIJVITH

[Iporpama ¢axoBoro BCTyHHOrO0 BHUIPOOYBAaHHSA MJis 3apaxyBaHHS Ha
HABUYaHHSA 3a CTYIEHEM OCBITH Marictp 3a cremianbHicTio F5 KiGepbesneka ta
3axucT iH(GOpMaIlii MICTUTh OCHOBHI MUTAaHHA 32 HACTYITHUMH TEMaMU:

1. lIpunnunoBa cxema EOM. IlousaTTs indopmanii.

[TpunnunoBa cxema EOM. Buam xnacugikanii EOM. Ilpunuunosa
cxema EOM. OcnoBu ii po6otu. KomyBanus indopmarii Ta i mpencTaBieHHs B
MPUCTPOSAX KOMII I0TEpa B ABIMKOBIM cCTEM1 OOYUCIICHHS.

[Tonstrss  1Hdopmaris, nani. Kiacudikaumis iHpopmamii Tta i
IIPEACTABICHHS B MPUCTPOosix koM toTepa. Hociit inpopmanii. [Hhopmaiitnuit
pecypc. Oaunuill BuMipy nanux. @opmu nogaHHs iHGpopmMariii.

2. HaiiBaxiuBimi TepMiHH, 10 BHKOPHUCTOBYKOTHCH B CYYAaCHHX
iHopManiHHUX TeXHOJIOTiAX Ta KidepOe3newi.

HeoOxiaHicTh BUBYEHHS TEpMIHOJOTII. HalBaxiuBilIl TEpMiHU, IO
BIIHOCSITBhCA 10 3aranbHux nutanb [T. 3aranbHi TepMiHU, IO BITHOCATHCS 10
nousTh “ludopmaruka”, “Internet” ta “Microsoft Office ”. TepmiHu CTOCOBHO
amapaTHOro Ta TmporpamHoro 3a0e3nedeHHs [T. TepMiHM CTOCOBHO
1H(popmarriitHoi Oe3neku Ta kibepOe3neku. [HI BaxIuBl TEPMiHU.

3. IIporpamue 3a0e3smeyenns IIK. Ilpukigagne mnporpamue
3a0e3nevyeHHs . 3arajibHa XapaKTePUCTHKA OCHOBHHUX CKJIAA0BHX.

Busnauennss Ta  crpykTtypa nporpamHoro  3abesneuenHs 1K,
knacudikaris nporpamuoro 3abesnedenus (I13). Cucremne I13. Cepgicue I13.
Cucremu Ta 3acobu aBTomMaTH3auii nporpamyBaHHs. [IpukianHe nmporpamue
3abe3neuenns  (I1I13). OcnoBHi ckmamoBi cydacHoro [IIII3. Haspu Ta
XapaKTePUCTUKU TNPUKIAAHUX MporpaM. IIOHATTS 1HTErpoBaHOI CHCTEMHU.
[Ipuknagun  iHTerpoBaHux  cucteM. [loHATTS  omepauiiHOiI  CHUCTEMU;
Kjacu(ikanis onepamiiHuX CHUCTEM Ta IX XapaKTEPUCTHKHW; MOHATTS (Qaily,
KaTajory; 1MeHa JHCKIB. 3arajibHa XapaKTEpUCTHKA ONEpaliiHOi CUCTEMHU
Windows; cTpykTypa omnepaiiiiHoi CUCTeMH Ta 11 MOKJIMBOCTI.

4. CyTHicTh iHGopManiiHUX TeXHOJIOTIH i iIHpopmManiiiHuUX cucTeM.

CytHicTh 1H(pOpMAIIHHUX TEXHOJOTIM U 1H(OPMAIIHHUX CHUCTEM.
Indopmaniitnuit nponec. 361p, 00poOka, 30epexkeHHss ¥ nepeaava iHopMmariii.
Indopmamiitna texuosorisa (IT). ABromaTuzoBaHa iH(pOpMaIliiHa TEXHOJIOTIS.
Knacudikariitai o3naku IT. ba3osi iHdopmarriiiai TexHomorii. [IpeacraBneHHs
6a30B0i IT TproMa PIBHSIMU: KOHIIENTYaIbHUM, JOTTYHUM 1 (P13UIHUM.

Kanoniune mnoHsaTTs cuctemu. IHdopmarmiitna cucrtema. Ilimcucrema.
Crpykrypa iHpopmariiinoi cucremu. 3abe3neuenHs [C. ABTomarm3oBaHa
iHdopmarniina cucrema. Knmacudikamis [C.  Macmrabuicte. Cdepa
3acrocyBanHsA. Cepa pisuibHOCTI. ETanmu po3BUTKY 1HPOpMAIITHIX CUCTEM.

5. Cucremu ynpasJinnusa 6azamu nanux (CYB). CYBJl MS Access.



Beenenns B 0a3u manux: nmoHaTTs «6a3za manux (bJ1)», «konneniis b1y,
«vogeni nanux». [loHsaTTs npo cucremu ympasiinHs 6azamu ganux (CYB]).
Apxitektypa CYBJ/l. Anani3 QyHKIIOHATBHUX MOXJIMBOCTEH Ta MOPIBHSHHSA
pizaux CYBJl. Etanu npoektyBaHHS CTpYKTypH Oa3zu manux. [HpopmaniiiHo-
JIOT1YHA MOJIENb PESIALIMHNX 0a3 JaHUX.

[Tpu3HaueHHs1, 3arajibHa XapaKTEPUCTUKA, OCOOJMBOCTI Ta MOXKJIMBOCTI
CYBJ MS Access. O0'ektu 6a3 nannx MS Access. 3amyck nporpaMmu Ta BUX1]
13 Hei. CTBOpeHHs Ta 30epekeHHs HOBO1 0a3u naHux. ['padiunuil iHTEepdeiic
CYBJ] MS Access Ta cTpykTypa BikHa. ['ooBHe MeHI0O MS Access 1 maHeni
iHcTpyMeHTIB. OpnepxkaHHs A0BiAKoBOi 1H(MopMarii. CTBOpeHHS Ma0JI0HHOI
6a3u manux y MS Access 3a qonomororo Maiictpa.

[leperysia 1 penaryBaHHs JTaHMX Yy TOJSAX TaOauIl. BumaineHHs momdiB 1
3anuciB. KomitoBaHHS, MEpeMilieHHs] 1 BWJIYYEHHsS NaHUX y Tabmuil. 3miHa
IIUPUHHA CTOBIIIIIB, TApaMeTpiB MPUDTY, 3aKPIMICHHS Ta TUMYACOBE 3aKPUTTS
okpemux TmomiB Ha ekpadi. [lomyk 1 3amina fganux. DinpTpallis AaHUX Yy
tabnuui. IloOynoBa QuabTpiB 3a BUAUICHHSM, CKJIaJAHMX Ta PO3LIMPEHHUX
biIBTpIB.

6. MoBu nporpamMmyBaHHS.

[TonsATTS IpOrpamMu, MPOrpaMyBaHHs, MOBH IIPOTrpaMyBaHHs, MAIITHHHOTO
KO, aJITOPUTMY.

[ToHATTS anropuT™My Ta OCHOBHI HOro BiactuBocTi. Criocobu modyaoBu
aNropuTMiB. AHaMITUYHI Ta Tpadiudi anroput™Mu. [ToHATTS JiHIT TOTOKY, THUIH
CUMBOJIIB Isi T0Oyn0oBU rpadiuHuX anroputmiB. JIiHIMHI, po3ramxyKeHi,
UKJIIYH1 O0YMCIIIOBaIbHI TIpoliecd. [IoOHATTS LMKy, HapaMeTpy LUKITY, [TUKIU
3 MepeyMOBOIO Ta miciasymoBoro. L{ukiam 3 mapamerpoM. BiiageHi nukmivHi
nporiecd. BHyTpimiHi Ta 30BHINIHI [TUKIIH.

TecTyBaHHS Ta HaJaro/PKEHHs NPOTPAMH, THUIH TPAHCISATOPIB Ta iX
XapaKTEePUCTUKHU, TIOKOJIHHS MOB TMPOTPaMyBaHHS, OTJISAJ CyYacHHX MOB
MporpaMyBaHHs, MOBH TPOTpaMyBaHHs 0a3 JaHWX, MOBH IPOTpPaMyBaHHS IS
IaTepuery.  IuTerpoBani  cucTeMH  mpoTrpaMyBaHHA.  PeHTHHT  MOB
porpamMyBaHHSI.

7. OcHoBu mnporpamyBaHHss MoBoW Visual (Small) Basic.
Hinnporpamu Ha Visual (Small) Basic. Pi3noBiau Visual Basic.

3arasbHa xapakTtepuctuka MoBH Visual Basic Ta 11 0OCHOBHI

BiaactuBocTi. OcHoBHI TOHATTS Visual Basic. CTpykTypa TOJIOBHOrO BiKHa
Visual Basic. OcHoBHi npuitomu po6otu B Visual Basic. Ctpykrypa nporpamu
Ha MoBi Visual Basic. Tunu ganux ta omepariii, 110 BUKOHYIOTBCS HaJl JaHUMH
y Visual Basic. IloHATTS MacuBy, 1HIEKCY €JIEMEHTY MacuBY, BHUMIPHOCTI
MacCHBY.

®aitnm, onepairii 3 dhaimamMu, peKUMH JOCTYITY 10 (haiy.

[Tigmporpamu Ha Visual Basic. [Ipu3nadeHns nporeayp Ta ix BUIH.
Omnuc npouenyp. Buxknuk npouenypu. OyHKITII.



PiznoBuanicTs Visual Basic mis po6otu 3 mogatkamu Microsoft Office
Visual Basic for Applications (VBA). PizHoBuanicts Visual Basic - MmoBa Small
Basic Ta i OCHOBH1 BJIaCTUBOCTI.

8. IcTopist cTBOpEeHHSI KOMIT'IOTEPHUX MepPex, IX 0CHOBHI KOMIIOHEHTH.

IcTopis CTBOpPEHHSI KOMITIOTEPHUX MEPEXK, iX OCHOBHI KOMIIOHEHTH. Tumnu
KOMIT'IOTEpHUX MepexkK. JIokanbHl, perioHajibHi Ta I100adbHI KOMM'IOTEpHI
Mmepexi. IIporokonu. OcCHOBHI 3aj1ayi, 10 PO3B'SA3YIOTHCS 3a JOMNOMOIOIO
JIOKAJIbHUX KOMI'IOTEPHUX Mepex. [[poTokonu B OOYUCITIOBATILHUX MEpEKax.
3aco0u mepenayi JaHUX y Mepexi. XapaKTepUCTUKH Mpouecy OOMiHy JaHUMHU
B Mepexi (pexum rmnepenadi, KOJ mepejayi, THM CHUHXpOHizalii). Pexumu
nepenavi aaHuUX (CUMIUICKCHMM, HAIMIBAYIUICKCHUW, AyriekcHuit). Kananm
3B’s3Ky B 1H(opMamiitnux Mmepekax. KaHamu 3B’s3Ky Ha OCHOB1 KaOEJIbHOTO
3’eqHaHHs. be3apoToBi kaHau 3B's13Ky. CyIyTHUKOBI KaHAJIH 3B’ SI3KY.

9. JlokajibHi KOMII'IOTEPHI Mepexi, IXHI TUNHM, IHTErpoBaHi CKJIAMAO0BI
JIOM. OcCHOBHi TexHOJIOTiI mepegayi MepeKHUX JaHUX. TexHoJioris
00po0xu ekoHOMiuHOI iHpopmanii B IOM.

Kimient. Ceppep. Tunu nokanbHUX Mepex (OJHOPAHIOBl, 3 BUILJIEHUM
cepBepoM). Henomiku 1 mepeBaru kKoxkHoro tumy. KopoTka XapakTepucTuka
OCHOBHHMX TEXHOJIOTIM TMepemadi MEpeKHUX JaHuX. PoO3Misim OCHOBHUX
iHTerpoBanux ckianoBux JIOM. TexHiuHi 3acoou. MepexxHi mporpaMHi 3acoou.
[Iporokonu Ta ceppicu. Tomomnoris mepex, ii BuaAM (KiibleBa, 31pKono/iOHa,
muHHa). TexHosoris oOpoOku pizHoMaHiTHOI iH(opMmaiii B JIOM. HogitHi
texHonorii 3B'sa3ky. Home PNA, RadioEthernet. Ilepemaua nanux Ha
OCHOB1 pajiocurHaliiB. Mepexi Ha OCHOBI eJeKTpoMmepex. be3nporosi
Mepexi Bluetooth. Ctanmapt 6e3npotoBoro 3B's3ky Wi-Fi. OcHOBHI pexxumu
po6otn Wi-Fi. O6nannanns mns Hamaromkenns Wi-Fi 3B s3ky. [Ipunnunu
poOOTH 3 KOMILJIEKCHUM O13HEC-TOKYMEHTOM B pOo0OOUiil rpyti.

10. IcTropis mosiBm Ta po3BUTKY Internet. Buznauennsi Internet.
By3ssioBi komn'torepu Internet. OcHoBHi cepBicu Internet

3apokeHHs 11100anbHOI 1H(opMatiiiHoi Mepexi [nTepueTt. IcTopis nosiBu
Ta ctaHoBieHHs Internet. Internet - Mmepeska mepex. Internet six iHopmamiitHuii
npoctip. CpOrofieHHs Ta TEPCIEKTUBH MOAATBIIOrO pPO3BUTKY Internet.
CyuacHuii ctan Internet B Ykpaini. [lomyk indopmarii B Internet.

BysnoBi komn'torepu Internet. [lmro3oBuit  kommtorep. Cxema
dbparmenty mepexi Internet. Cepmicu BigknageHoro poctymy (off-line) ta
iHTepakTuBHI cepBicu (on-line). Enexrponna momra (e-mail). I'pynu HOBUH.
Cepsic FTP. Tepminansuuii pexkxum. BeecBiTHa naBytuna (World Wide Web,
WWW). Yat (IRC - Internet Relay Chat). [Tomykosa ciyx6a (ICQ). Internet-
tenedonis (IP-tel). Cmyx6a pomennux imen (DNS). Cucrema Internet—
komepitii (CIK).

11. Teoperuuni ocHoBu Internet. Ilporokosu TCP/IP. CtpykTrypa
agpec Internet. IHTepHeT-TeXHOJIOTiII B MOIIYKY Y400BO-HAayKOBOI
iHdpopmaii



Teopernuni ocHoBu Internet. PiBai B3aemomii OSI. IIporokonu
koMm'roTepaux Mepex. [Iporoxonu TCP/IP. [IpoTokon TpaHCHOPTHOTO PiBHS
(TCP, Transmission Control Protocol) IIpotokon IP-aapecuuit (IP, Internet
Protocol). TIpotoxon 3B’s3ky TCP/IP ocHoBa BcecBiTHROI Mepexi Internet.
Crpykrypa agpec Internet.

Kopotka icTopis po3BUTKY MOIIYKY iH(popmanii B Mepexi IHTepHeT.
Jxepena iHpopmariii B Mmepexi IHTepHeT. Onuc OCHOBHUX PI3HOBUIIB JHKEPET
iH(popmanii. Merogonoris nomyky iHpopmauii B World Wide Web. Ilo
HeoOX1JHO B3araii ajis nomyky iHgopmarii B Inrepuetr? IloBHOTa, BIpOTIAHICTh
1 WBUAKICTh TomyKy. [lmanyBanHs mporecy noimryky. TeXHOJOris MOLIyKy
iHopmMmarrii B [nrepuer. OCHOBHI CITIOCOOH, 1110 BUKOPUCTOBYIOTHCS JISl TIOIITYKY
B Iutepuer. Texuosoris mnomyky. Ilpukiman momyky iHdopmarii. AnHani3
pE3yNbTATIB MOIIYKY.

12. OcHoBH iHpopManiiiHOI Oe3neKn.

[ndopmariitna Oe3reka: OCHOBHI IMAXOAW a0 Bu3HaueHHS. OCHOBHI
acnekTd iHpopMauiiHoi 0e3neku. O0’ekTH 1 cy0’ €KTH 1HPOPMALIIIHOI Oe3MeKu.

ETanu po3BuTKy 1H(popMariiiHoi Oe3neKH.

[adopmariiina Oe3neka aepkaBu. [HDopmariitHa Oe3meka Jep>KaBH SK
OJlHa 31 CKJIaJJOBUX HalllOHaJbHOI Oe3mneku Aep:kaBu. O0’exkTu 1HDOpMaLiiHOT
oesneku aepxaBu. Mojens iHpopMalliitHoT 6e3MeKu JepKaBu.

13. Buau Ta BaacTtuBocTi iHgopMalii Ik mpeaMera 3aXucTy.

Buau indopmarrii 3 0OMeKeHUM JOCTYIIOM BiATOBIIHO J0 3aKOHOJABCTBA
VYkpainu. Cnyx6oBa iHdopMmamis. JlepkaBHa TaeMHuill. KowmepiriitHa
taeMuuIs. [Ipodeciitna Taemuuns. Buan npodeciiHux TaeMHHIL 3T1IHO 13
BITYU3HSIHUM 3aKOHOJABCTBOM.

[Tepconanbhi gani. O0'exTn 3axucty. Bumoru 10 06poOKu mepcoHaTbHUX
JaHUX.

14. IlousTiiinuii anapar Ki0epOe3neKu. HOPMATHUBHO-NIPaBoBa 0a3a y
cepi kidepoe3nexu. Kioepnpocrip, Kioepoe3neka: IToHATTA | BUBHAYEHHS.
KiGepTepopusm.

[MonsTivinuit  amapat  iHdopmariiiiHoi Oe3nekum Ta  KiOepOe3meKwu.
Kibeprpocrip, kiOepbOe3neka: MOHATTS 1 BU3HAUEHHS. Tpu Tpynu TEpMiHIB
Teopii 1HQopmamiiHOi  Oe3nexku. B3aemo3B's30xk  iHGOpMmaliiiHOro - Ta
kibeprpocropiB. /JiioBI ocobu KiOepmpocTopy Ta IXHIM BIUIUB Ha
iHpopMariitny 1 kibepOesneky. CriocoOu HaHeCeHHs 30MTKY 1HQpOpMaIliiHIMi
Oesrerrl.

IndopmariitHo-TenekomyHikariiitna cucrema. Kowmm'rorepHa cucrema.
ABtoMartu3oBaHa cuctema. CTpykTypa aBTOMaTu3oBaHOi cuctemu. [lomitrka
oesneku [iHpopmarii]. Kondineninicts. L{imicHicTh. JlOCTYIIHICTB.

3arpo3su kibeptepopusmy. KiGepaiiiHa.

HopmartuBHo-npaBoBa 6a3a y cdepi kibepoOe3neku. 3akonun Ykpainu «IIpo
iHpopmanio», «lIpo HaykoBo-TexHiuHy 1H(popmario», «IIpo ocHoBu
HarioHanpHOi Oe3neku Ykpainuw», «lIpo [lepkaBHy ciyxOy cremiaibHOro



3B’s13Ky Ta 3axucTy iHdopmamii Ykpainu», «lIpo Ttenexomynikamii», «IIpo
3axucT iH(opMarii B 1H(OpMAIIHHO-TETEKOMYHIKAIIHHUX cucTemax», «lIpo
noctyn a0 mnyomiudoi iHdopmarnii», «IIpo ocHoBHI 3acagu 3a0e3neueHHs
kibepOesneku VYkpainw», «IIpo nepxaBHy TaemHuuo», «lIpo 3axucr
NEePCOHANBHUX  JaHux», «lIpo kputnuHy 1HQpacTpykTypy». OCHOBHI
nosioxkeHHst Crpaterii ki0epoOesneku Ykpainu ta Crparerii iHopmamiiHoi
Oe3IeKH.

KiGepbe3rneka B yMOBaxX pO3ropTaHHs YE€TBEPTOi MPOMUCIIOBOI PEBOJIIOILII:
BUKJIUKH Ta MOXJIMBOCTI Jjisi YkpaiHu. OCHOBU MDKHApPOJHOI CHIiBIpali 3
NUTaHb 3a0e3MneueHHs KibepOe3neKu.

15. Cxaanosi 3a0e3nedeHHs ingopMauiiiHoi 0e3nexn Ta Kidepoe3nexu.
JKepeJia 3arpo3 ingopmariii.

CxiamoBi 3a0esneueHHs 1HGopMariitHoi Oe3nekn Ta KibepOe3neKu.
3aranpHa cxema 3abe3mnedeHHs iHpopMaliiHoi 6e3neku. [Ipodiemu po3BUTKY
Teopii 1 mpakTHKU 3a0e3nedeHHs iHdopMaIliitHoi Oe3nexu Ta KibepOe3neKH.

CyTHICTh TOTEHUIMHUX Ta pealbHUX 3arpo3 iHdopmamii. J[Ba kiacu
3arpo3: BUIMAJKOBI a00 HEHAaBMHUCHI, HaBMHUCHI. 3001 ¥ BiMOBHU CKJIQJIHHUX
cucteM. HaBMHCHO CTBOpPIOBaHI 3arpo3u 1 ix MoJii1 Ha TPYIIH.

Jlxepena BUHUKHEHHS 3arpo3 Ta NUIAXW iX peanizanii. JIoriyHuid JIaHIor
B3a€EMOJIiiT JpKeperia 3arpo3 Ta BpazauBocTi. [Inuryncrso. CrieniajibHi TEXHIYHI
3acobu HerjmacHoro 3HiMaHHA 1HQopmauii. Pamio3aknanku. JlucrtanmiiiHa
Bijieopo3Biaka. Tepmin HecaHkiioHoBaHui pgoctyn Ao iH(opmamii (HCI).
Cucremu posmexxyBanus aoctyny (CPJI). Hotupu kiacu MIKIATUBUX MpOrpam
3QJIKHO BiJ MEXaHI3MYy Jii.

Kinacudikarist 3arpo3 iHdopmartiii B KOMIT IOTEpHINA CHCTEMI. 3arposu, IIo
00OyMOBJICHI JisiIMU Cy0'€KTIB - aHTPOIIOTEHHI 3arPO3H; 3arPO3H, 110 € HACITIIKOM
B1JIMOB Ta 3001B TEXHIYHUX 3aCO0IB - TEXHOTEHHI 3arpO3H; 3arp03u, BUKIIUKAHI
CTUXIMHUMH JKEpenaMu - MpUpoaHi 3arpo3u. Cxema 3arpo3 KOMIT IOTEpHii
CUCTEMI.

16. YnpapJ/iiHHA 10CTYIIOM.

Orian ynpasimiHHA goctynoM. IlpuHnunu Oe3neku. Mopenb NOJITHKA
oesnexku. [lpaBuma po3MexyBaHHS JOCTymy. 3a0e3lmeueHHs JOCTYIHOCTI,
LUTICHOCTI W KOH(IIEHUIMHOCTI pecypciB 1HGOpMaLItHOrO cepeAoBHILa I
HNIATPUMYIOUOi IHPPACTPYKTYpH.

InenTudikamis, ayreHTtudikaiis, aBTopH3alis Ta MiA3BITHICTE. ba3zoBa
cxema imeHTtudikarii ta ayrentudikaiii. Ataku 3Marans. YoTupu Kpok, siki
HEOOX1THO MPOUTH CYyO'€KTy AJig OTPUMAHHA AOCTyny 10 00'ekta. Bumoru 1o
inentudikamii. Knacudikarris MeTo/iB ayTeHTH(IKAITIT.

biomerpuuna imentudikamis i ayreHtudikaiis KopuctyBada. biomerpis.
OcHOBHI mepeBaru OlOMETPHUYHUX METOAIB imeHTU(ikamii ¥ ayreHTudikaii
KOPUCTyBa4a B TIOpPIBHSHHI 3 TpamuiiidHnuMu. OCHOBHI BIJJOMI CHCTEMHU
O0loMeTpU4HOI 11eHTU(IKAITI].
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[Taponeui cuctemu ayteHtudikamii. Knacudikaiis mnapoiabHUX CUCTEM
ayrentudikaiii. OCHOBHI 3arpo3u O€3MeKu MapoybHUX cucTeM. Pexomenmarii
11010 MTPAKTUYHOI peaizallli MapoIbHUX CUCTEM.

17. InunaenTn y cdepi BUCOKHX TEXHOJIOTiii: XapaKTepHi 03HAKM Ta
NnpoodJIeMHi aCeKTH.

[Huaentn y cdepi BucOokuX TexHoJorid. Komm’roTepHi 3704YMHHU.
Crocobu, mo iX BUKOPHCTOBYIOTH 3JOBMHUCHUKH JUIsl 3AIMCHEHHS Hamamy.
3aranpHa CXe€Ma BHUHUKHEHHS IHIUACHTIB Yy c@epi BHCOKHX TEXHOJOTIH.
Knacudikauis xiOepHeTHyHMX BTpyuyaHb 1 3arpo3. Kiacudikaumis mxepen
IHIIUJICHTIB, @ TAKOXK CIIOCO01B, 00’ €KTIB Ta pe3yJIbTaTiB iXHHOT'O BILUIUBY.

Mogens mopymHuka iHQopMariiiHoi Oe3nexku. BHyTpilmHI TOpYyHUTHUKU
(mepcoHayl MANPUEMCTBA) Ta 30BHINIHI TOPYIIHUKH (CTOPOHHI OCOOH).
Knacudikamis mopymaukiB. XakepcTBo. Buau xakepis.

ba3oBi cxemm arak Ta oOpraHizamis KaHaJiB BHUTOKY i1H(opmarrii.
Kibeparaka. Knacudikamis kibeparak. DoS Ta DDoS araka. Amnamizatopu
npotokoniB  (sniffers). Mailbombing. Man-in-the-Middle. VY3aranpHena
Kkiacugikauii kibeparaxk.

Xapakrtepuctuka APT-kibepatak gk ocHOBHOI (opmu OopoThOM B
kibeprpocropi. APT-kib6eparaka. [Ipukinagu APT-kiOepatak. JKuTTeBUM UK
APT-ki6eparaku. OcHOBHI 3acobu npoHuKHeHHs 151 APT-ki0epaTtaxk.

18. Il kigauBi mporpamu.

Knacudikamiss mkigimBoro mnporpamHoro 3a0esmnedeHHs. Jliarpama
3pOCTaHHs KUIBKOCTI IIKIJJIMBOrO MporpamHoro 3abesneudenHs. Knacudikarris
HIKIJUIMBOTO MPOTPaMHOro 3a0e3MedeHHs 3a MeXaHI3MaMH PO3MOBCIOKEHHSI.
Kiacudikartist 3aj1e’kHO Bl MEXaHI3MY JIii.

YMOBH ICHYBaHHS MIKNIMBUX TPOrpaM Ta 3arajbHi BIJOMOCTI TIPO
KoMI1 toTepHi Bipycu. Komm’rorepnuii Bipyc. Crenc-Bipyc. [lomximopdHi Bipycu.

XapakTepucTuka OKpeMHX IKiamuBux mnporpam. Jloriyai OGomOwu.
Tposincbki mporpamu. OCHOBHI [ii, $IKI MOXYTh BHKOHYBaTH pI3HI BUIU
TpostHCbKUX nporpaMm. Backdoor (Hopnuii Bxin). Trojan-PSW. Trojan-Clicker.
Trojan-Downloader. Trojan-Dropper. Trojan-Spy. Rootkit.

XapakTepucTuKa OKpEeMHX HIKIJUIMBUX mporpaM. KiacuyHi KOMIT IOTEepHI
Bipycu. DaiinoBi BipycH. 3aBaHTa)XyBajlbH1 Bipycu. MakpoBipycH.

XapakTepucTUKa OKpeMHX IIKJIMBUX mporpaM. bakrtepii. Mepexesi
xpobaku. Po3aMHOXKEHHS XpoOakis.

XapakTepucTUKa OKPEeMHX UIKIJJIMBUX MpOorpaM. XakepcbKli YTHIITH Ta
i mkiammel nporpamu. Tools (HackTool). Exploit. Flooder. Konctpykropu
BIpYCIB 1 TPOSIHCHKUX TTporpaM. Adware.

19. AuTuBipycHuii 3axucrt. boporb0a 3i cmamom.

BB mikiamvMBuX mporpaM Ha KOMITHOTEpHY cuctemy. OCHOBHI paHHI
O3HAKH 3apaKeHHS KoM 'toTepa BipycoM. O3HaKku akTUBHOI (pa3u Bipycy.
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3axuct Bij BipyciB. Jleski BiJOMOCTI PO aHTUBIPYCHI IPOrpamMu. 3araibHi
3acobu 3axucty. Ilepenik crneriagbHHX 3ac00iB, IO JOTOMArarTh 3aro0IrTH
3apa)K€HHIO KOMIT'toTepa. 3arajibHi BIIOMOCTI TPO aHTUBIPYCHI IPOTpamH.

Ilepconanbuuii ¢aiipon. TunoBa cxemMa BUKOPUCTaHHS OpaHamayepa B
ITC 3 miakmouenssm 1o [Htepuery. Kinacu MixkmepexeBUX €KpaHiB.

Kopotkuii ornsia cyyacHux antuBipycHux nporpam. AVG Internet Security
1t koMiuiekcHoro 3axucty [IK. bopoTrs6a 31 cmamom.
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3. KPUTEPII OLIHIOBAHHS ®AXOBOI'O BCTYIIHOI'O

BUITPOBYBAHHA

PesynpTaTn (axoBoro BCTYHMHOTO BHUIIPOOYBaHHS OOYHCIIOIOTHCS (3a

mkanoro Big 100 mo 200):

P=IT1+I12+I13,

ne [11 — ouinka 3a nepiie nutanHs (3a mkoyiow 0-80).

[12 — ominka 3a npyre nutanus (3a mkanoro 0-60).

[13 — ominka 3a Tpete nutaHHs (3a mkanow 0-60).

Pesynpratu ¢axoBoro BCTymHOTO BHIIPOOYBAaHHS OIHIOIOTHCA 32
mikasoro Big 100 mo 200 GaniB 3 ypaxyBaHHsI PiBHIB MiJATOTOBKHU:

V pa3i oTpuMaHHs pe3ysbTary (HaxoBOro BCTynHOro BunpoOyBaHHs Bif 0
10 99 icnuT BBaXKAETHCA TAKUM, SIKMM HE CKJIQJIEHO 1 BCTYIHHUK /IO y4acTi y
KOHKYPCHOMY BUIPOOYBaHH1 HE I0ITyCKAETHCA.

BianoBiaHicTh PEHTHHIOBHYX OLIIHOK

y 0ajiax ouiHKaM 3a HAllIOHAJIBHOK WKAJO0K

Ouinka
[Hosicuenusn
B Danax
Biaminno Berynne
180-200 | (BiOMiHHE BUKOHAHHS JTHIUE 3 BUIIpOOYBaHHA
HE3HAYHOIO KITBKICTIO MOMHIIOK) CKJIafIeHO ,
Jobpe
100 150-179 (B 3aralbHOMY BipHE BHKOHAHHA 3
. | NEBHOK KIJIBKICTIO CYTTEBHX
200 5 ‘
MOMHJIOK)
| - -
' 100-149 3a10BiILHO
(HernoraHo, ajne 31 3Ha4YHO KIJIBKICTHO
HeJ0JIKIB Ta 33/I0BOJIBHSE |
MiHIMaJIbHUM KpUTepisiM) ;
L S easion : B
0-99 BerynHe BunpoOyBaHHs He CKAAAEHO

OrmiHioBaHHS pIBHA MIATOTOBKHM, TOOTO 3HAaHb 1 yMiHb BCTYIHHKA,
BiJI0yBa€ThCS HA M1JCTaBl HACTYITHUX KPUTEPIiB:

1. [TpaBUIBHICTH BIAMOBII;
2. CrtyniHpb yCBIIOMIJICHHSI IPOTPAMHOI0 Matepiaty;
3. BMiHHS KOPUCTYBAaTUCh 3aCBOEHUM MaTEPIaIOM.
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4. MIOPAIOK ITPOBEJAEHHA ®AXOBOI'O BCTYIIHOI'O
BUITPOBYBAHHA

daxoBe BCTYIHE BUIPOOYBAHHS MPOBOJIUTHCS y (HOPMI YCHOTO ICHIUTY
oyHo abo aucraHmiiiHo. Jlyis TpoBeAEHHS BCTYMHOTO BHUIPOOYBaHHS
(GhOopMYIOTBCS OKpEMI TPYIH BCTYIMHUKIB B TIOPSIKY HaAXOJKEHHS (peecTparrii)
nokyMeHTIB. CIUCOK AOMYIIEHUX J0 BCTYMHOTO BHMPOOYBAHHS YXBaTIOETHCS
pillIeHHSIM  TIpUAManbHOI  (BHOIPKOBOi) KOMICIi, TpPO M0 CKJIAJAE€THCS
BI/IMOBIAHUI TTPOTOKOL.

Jlist  mpoBeleHHS BCTYMHOTO BUIPOOYBaHHS ToOJOBaMU  (haxOBHUX
aTecTallliHUX KOMICIM TIONEepeHbO TOTYIOTbCS €K3aMeHalllHl OuleTn
B1ANOBIIHO 10 «IIporpamu ¢axoBoro BCTymHOro BUIpoOyBaHHs». IIporpama
(axoBOro BCTYNHOTO BUIPOOYBAaHHS  ONPWIIOJHIOETHCS HAa  BeO-caiTi
VYHiBepcuTeTy.

daxoBe BCTynmHE BUNPOOYBAaHHS MPOBOJIUTHCA y CTPOKH, INepeadayeHi
IIpaBunamu npuriomy 1o AbTY.

Ha icnuTi BCTYNHHMK TIOBUHEH TpEa SBUTH, SKUH IIOCBIIUYE OCOOY
(macnopt TrpoMajsHWHA YKpaiHM Yy BUIISAIl KHIKeukH, ID-kaprtka), npu
npea'siBJICHH] SIKOTO BiH 3aBJaHHs (€K3ameHaliiHui Oinet). Ex3ameHamiitnuii
OueT MICTUTH 3aBlIaHHS 3 TEM, BKa3aHUX y mporpami (axoBOTO BCTYITHOTO
BUNpoOyBaHHs. TpuBamicTh ICHTY — JO 2 AacCTPOHOMIYHUX TOJHH.
KopucrtyBaTtucsi mpu miaroToBil JPYKOBAaHUMH, E€IEKTPOHHUMHU a00 IHITUMU
iH(bOopMaIitHUMU 3aco0aMu 3a00POHSIETHCA.

Pe3ynbratn BUNpoOyBaHHS OLIHIOIOTHCS 3a wmKamor Bix 100 mo 200
OaJliB 3a MpaBuUjiaMU, BKa3aHUMU B po3aunl «Kpurepii oumiHroBaHHS (paxoBoro
BCTYITHOTO BUTIPOOYBaHHs». PiBeHb 3HaHb BCTYMHHUKA 33 PE3yIbTaTaAMH ICIIUTY
3aHOCUTBCS TaKOX JO €K3aMEHAlIWHOi BIJOMOCTI 1 MIATBEPIKYETHCA
MIIMUCaMU TOJIOBHU Ta 4jieHIB KoMmicii. BigomicTe odopmiIsieThes 1 IepeaaeThes
0 TNpuiManbHOI KOMICIi B JIEHb CKJaJaHHS (axoBOTO BCTYITHOTO
BUNPOOYBaHHS.

Po3pob6una romoBa ¢axoBoi aTecraiiifHoi KOMicii K.€.H., JIOLUEHT Kadeapu
iHQoOpMaIlIHHUX ~ TEXHOJIOTiM, KiOepHEeTMKM Ta  3axucTy iHdopmarlii

Cunsasina 10.B.
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Cryninp Bumoi ocBitn bakanasp
CremianpaicTh F5 KibGepOe3neka ta 3axuct iHopmartii

EK3AMEHAIIMHAMA BIET Ne 1
(paxoBOro BCTYIHOIO icIUTy

1. ludbopmariiiina 0e3neka: OCHOBHI ITIJIXOMIX 10 BU3HAUYEHHS.

2. [ousarra indopmars, nani. Kongyeansas iHdopmarii Ta i npeacTaBicHHs B
OPUCTPOAX KOMII IOTEPA.

3. Po3tiiymaure 3Hauenns repminis ' DDoS-araka " ta " KepyBanus
noctynoMm"

Po3po6uia ronosa axoBoi arecTamiiHoi KOMIcCii K.€.H., TOIEeHT Kadeapu
1H(popMaIITHUX TEXHOJIOT1H, KIOEpHETHKHU Ta 3aXUCTY 1HhOpMaIii

Cuussina 10.B.
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