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Kibepbesneka

He obmexkeHo 0608’A3KoBicTb BubipKoBa
ANCUMNIiHK

He obmexKeHOo dakynbTer HaBYaNbHO-HAyKOBUI iHCTUTYT «KibepnopT»

He obmexxeHo Kadeppa iHpopmaLinHUX TeXHONOTriH, KiIBepHeTUKM Ta 3aXUCTy
iHpopmauii

BUK/ALAY

Buw,a ocBita — cneuianbHicTb ,JlMHaMiKa Ta MiLHicTb mawwmH”
HayKoBuiA cTyneHb - KaHAUAAT TEXHIYHMX HayK 05.20.01
BueHe 3BaHHA - AOLEHT Kadeppu KibepHeTUKMU Ta iHPOpMaLiAHMX TeXHONOrIN
Docsig pobotn — 6inblue 40 pokis
Moka3HMKK NnpodeciiiHOi aKTUBHOCTI 3 TEMATUKMU KypCy:
e aBTOp Ginblwe 10 meToanYHMX PO3POOOK;
e CniBaBTOpP 2 HaBYa/bHWUX NOCIOHUKIB;
e cniBaBTOP 2 TeMaTUYHUX Nybikauin (1 Scopus);
® YYACHWK HaYKOBUX i METOANYHNX KOHPEPEHLLIN.

TenedpoH 0503032421 enekTpoHHa nowta jvchaly@gmail.com AucrtaHuiitHa Moodle
niaATPMMKa



MeTta
dopmar

DeTanisauia pesynbraris
HaB4YaHHA i popm ix
KOHTPOAIO

O6¢car i popmu KOHTPOIO

Bumoru BuKknapgaya

YMmoBu 3apaxyBaHHA

KomneteHu,ii

3ATA/IbHA IHOOPMALIA NMPO OCBITHKO KOMMOHEHTY (ANCUUNNIHY)

03HAaMOM/NIEHHA CTYAEHTIB 3 OCHOBHMMM NOHATTAMM iHPpOopMaLiiiHOi 6e3nekn Ta npunomamm 3axucty iHpopmadii, HabyTTa
KoMneTeHLiii epeKTUBHO peani3oByBaTh 3HAHHA Y CBOI NPAKTUUYHIA Ta NpodecCiiiHIN AiANbHOCTI.

NeKuii, NPaKTUYHi 3aHATTA, CaMOCTiliHa po60Ta, iHAMBIAYyaNbHi 3aBAaHHA

® (03HAMOMJIEHHH 3 MOHATTAMU iHGoOpMaNiHHOI 0e3MeKH, SIK 3 OJHI€I0 i3 CYyTTEBUX CKJIAA0BUX YACTHH HAIOHAJIbHOL
0e3mexu KpaiHu/ NeKuii, NPaKTUYHi 3aBAAHHS;

® MOLYK Ta ONpaLloBaHHA HOPMATUBHO-NPABOBUX AOKYMEHTIB LWoA0 3abe3neueHHA iHpopmauiiHoi 6e3neku / nekuii,
NPaKTUYHI 3aBAAHHSA;

® 3aCBOEHHA HeobXigHUX 3HaHb WoA[0 3ab6e3neyeHHA iHpopMaLiliHOT 6e3neKn Ta Kibepbe3anekn, knacudikauii 3arpos
iHpopmauii B Komn’loTepHiii cuctemi / nekuii, npakTUUHi 3aBAaHHA, iIHAUBIAYaNbHI 3aBAaHHS;

e 3arasibHa XapaKTepUCTMKa OCHOBHUX CKNa[0BUX yNpaBaiHHA goctynom / iHAMBIAYanbHi, NpaKTUYHI 3aBAaHHA, CAMOCTINHA
poboTa;

e 6a30Bi BiAOMOCTiI Npo WKiaAnBe nporpamHe 3abesneueHHs., Ornag HauNoLWUpPEHIWNUX aHTUBIPYCHUX Nporpam / nekuii,
NPaKTUYHi 3aBAAHHSA;

e 03HANOMJIEHHSI 3 OCHOBHHMH NpUHUMNamu GopmMyBaHHA NONITUKK 6e3neku / iHAUBIAYyaNnbHI, NPaKTUYHI 3aBAAHHS,
camocTiiiHa poborTa

e ornag iHwux 3acobis Ta metoais 3axucty iHpopmau,ii, 6eaneka 6e34pPOTOBMX Ta XMaPHUX TEXHONOFIN / neKu,ii, NpakTUUHi
3aBAAHHA

3 kKpegutn ECTS (90 rogmH): 16 roanH nekuii, 14 rogMH nabopaTopHO-NPaKTUUHI; MOAYIbHUIA KOHTPOAb (2 moayAi);nigcymKoBuii
KOHTpOb — audepeHLiiioBaHuii 3aikK.

BYACHe BUKOHAHHA 3aBAaHb, AKTUBHICTD, camocTiHa p060Ta

BilbHe 3apaxyBaHHA

BIANOBIAHICTb CTAHAAPTY OCBITU | OCBITHIX NPOrPAMI

3AaTHICTb 3aCTOCOBYBaTU OCHOBU MporpamHi 3acTocoByBaTH 3HAHHA 3 OCHOB iHPOpPMaLiMHOT 6e3NneKn y HaBYaHHi
iHpopmauiiHoi 6e3nekn y paxosit Ta pe3ynbratu Ta NOBCAKAEHHIN poboTi 3a paxom.
HaBYa/bHiIl AiANbHOCTI. HaBYaHHA



NekKuia 1.

NekKuina 2.

NekKuin 3.

NekKuin 4.

NeKuia 5.

NeKuin 6.

CTPYKTYPA OCBITHbOI KOMMOHEHTU (OUCLUNAIHK)
Moaynb 1. OCHOBHI MOHATTA IH¢OPMAU,II‘;1HO'I' BE3NEKU. KIBEPIIPOCTIP, KIBEPBE3IIEKA.
3AIrPO3U. YNPAB/TIHHA AOCTYNMOM.

Mpepmer Ta 3HAYeHHA AUCLMUNAIHW.
OCHOBHi BUSHAa4Y€HHSA, W0 BiAHOCATbCA
B0 3micty Kypcy. TeopeTuuHi Ta
HOPMAaTUBHO-NPABOBI 3acagum
iHpopmauiHoi 6e3nekn YKpaiHu.
Buau ta BnactmBocti iHpopmauii AK
npegmera 3axucty. HopmatusHo-
npasoBe 3abe3neyeHHsn
iHpopmauinHoi 6e3nekn.

Cknaposi 3abe3neyeHHs
iHpopmauinHoi 6e3nekun Ta
Kibep6e3snekn. Knacuodikauia 3arpos
iHpopmaLii B Komn'loTepHiii cuctemi.

Moaynb 2. OCHOBHI 3ACOEU TA METOAM 3AXUCTY IHOOPMALIJI

basoBi cxemu aTtak Ta oOpraHisauisa
KaHanis BUTOKY iHpopmauii.
Knacudoikauia 310BMUCHUKIB.

MoHATTA WKiAAMBOrO NPOrpPamHoOro

3abe3neyeHHs. OCHOBHIi TuUNM Ta
3aranbHuit ornag Cy4YacHMX
Komn'loTepHUX Bipycis. Ornag

HalinowunpeHiwnx AHTUBIPYCHUX
nporpam T1a ix Knacudikauin
EnemeHTM ynpaBiiHHA CUCTEMOLO
3axmucty  iHpopmaldiii. MpuHUMNKU
¢dopmyBaHHA NONITUKKN Be3neKu.

NabopaTtopHo-
npakTuYHe
3aHATTA 1
(nn31)

nn32

nn3s3

nn34

nn3s

nn3e

nn3z

Cy4yacHa TepmiHonoriA
iHpopmauinHoi 6e3nekn.

MowykK Ta onpauloBaHHA
HOPMAaTUBHO-NPABOBUX AOKYMEHTIB
woao 3abesneyeHHA iHpopmauiiHOT
6e3nekKn.

KibepHeTnuHMit npocTip Ta
6e3neuyHuin gocrtyn go cucremmn WWW
3a gonomoroto Beb6-6paysepa.

Ornap, ynpasaiHHA AO0CTyNnoM.
MNpuHuMnu 6e3nekn.

YnpasniHHA naponamu. NMpasuna
po6oTtu 3 naponamu. 3acobum
reHepaduii Ta nepeBipKu naponis.

Docnig)XeHHA BUAiIB aTak Ha napofi.
lLndpyBaHHA AaHMX 32 [ONOMOroLo
apxiBaTopiB Ta BigHOBNEHHA NapoiB.
HactpoioBaHHA  ueHTpa  6e3neku
3axucHuka Windows 10 (11).

in 6ota

amocriiiHa po

C

CamocriiHa poboTta

IHpopmauiHa 6e3neka aepkaBu. O6’ekTn i
cy6’ektn iHpopmauitHoi 6e3neku.

ETanu po3BUTKY iHpopMmauiiiHOi 6e3neKkn.
3arposu Kibeptepopusmy. KibepsiiiHa.
Kibep6e3neka B ymoBax po3ropTtaHHA
yeTBepPTOi NPOMMUCAOBOI peBOoIOLii:
BUKJ/IMKU Ta MOXK/INBOCTi ANA YKpaiHu.
MepcoHanbHi gaHi. 06'ekTn 3axmcry.
Bumoru o 06pobkun nepcoHaNnbHUX JaHUX.
biomeTpuuHa igeHTUdiKauin i
ayTeHTUdiKauia Kopuctysava.

CamocTiiHe goonpauloBaHHA maTepianis
3mictoBHoro moayns 1.

MoOHATTA aBTOPCbKOro npasa. 3axmucr
ABTOPCbKUX npas. MoHATTA Komn'IoTepHOoro
niparcrsa.

3acobu pe3epBHOro KonitoBaHHA Ta
BigHOBAEHHA AaHux. Mpucrpoi
BiAHOB/NEHHA JaHUX.

BpaHamayap 3axucHuka Windows B
peXXumi nigsuwieHoi 6esneku.

MporpamHi NpoayKTM KomnaHii
Malwarebytes Ltd gna 3axucry iHpopmauii.
CamocTiiHe goonpauloBaHHA maTepianis
3MicTOBHOro moayns 2.
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MNigcymKose ouiHIOBaHHA

MopgynbHe OLiHIOBaHHA

KeanidikosaHuii €N1eKTPOHHUM
nianuc, AK 3acié6 6esne4yHoi nepepgaui
DaHUX.

IHpopmauinHa 6e3neka B couianbHUX
MmepeKax.

OCHOBHA NNITEPATYPA TA METOAUYHI MATEPIA/IN

bypauok B.J1. IHpomauiitiHa Ta Kibepbesneka / B.J.
Bbypauok, B.b. Tony6ko, B.O. Xopowko, C.B. Tonona. — K.:
AVYT, 2015. - 288 c.

bypauyok B.J1., F'ynak .M., Tony6ko B.b. IHpopmauinHuii
Ta Kibepnpoctopu: npobnemu 6e3neku, metrogu Ta
3acobu 6opoTbbu: MigpyuHuk. — K.: AT, 2016. 449 c.
BuwHa B. b. OcHoBM iHpopMmauiiiHOI 6e3nekn : HaBu.
noci6Huk / B. b. BuwHa, O. C. Faspuw, E. B. PuxKos.
AHinpo : AHinpon. gep). YH-T BHYTpiw. cnpas, 2020. 128
c..

NaxHo B.A. Metogu Ta 3acobu 3axucty iHpopmauii
[HaBuyanbHuit noci6Huk] / B.A. NlaxHo, €.B. Baciniy, B.M .
Fnapkux, B.M. [OompayeB, H.M. CusBroBa. — K.:UN
«KomnpuHt» O.B., 2021.-444c.

JioTuHCcbKKiA BJ1., Nactyxos B.l., XapueHko C.0., Yanwii I.B.
IHpopmauiiiHe 3abe3neyeHHA CiNbCbKOrocnoAapcbKoro
BUPO6HMUTBA. JlabopaTopHMA npakTUKym. YactmHa 1.
HaBuyanbHuii noci6HuMK + CD. Xapkis, 2009. — 368 c.

MeTopguuHe 3abe3neyeHHsA

1.

BukopuctaHHA on-line pecypciB IHTepHeT AnAa CaMOCTiMHOroO BUBYEHHA
Avcumunnid 3a ¢paxom. MetoauKa BUBYEHHA, NOPAAOK NPOXOAMKEHHA:
MeToJ,. BKas. A0 BUKOHAHHA nabopaTopHux pobit 3 gucumnain «Bctyn go
daxy Ta akagemiyHa pobpouecHictb», «OcCHOBM Kibepbe3snekn»,
«Kibepbesneka», «lHpopmauiiiHa 6e3neka pgepxkasu» [/ Merenb H0.€.,
MixHoBa O.B., /leskiH A.B., Yanui I.B., ilkoseHKo A.M. - [lep>KaBHui
6ioTexHonoriyHuii yHiBepcurert, 2023. - 50 c..

OcHoBM iHOpMaLiiiHOT 6e3nekun. u.1. TaymauHun cnhosHuK. / Merenb
l0.€., MixHoBa O.B., JleBkiH A.B., Yanuir |.B., flkoBeHko A.M. -
[epKaBHuii 6iotexHonoriuHuit yHiBepcuter, 2023. - 72 c.

HacrpoloBaHHA ueHTpa 6e3nekun 3axucHuka Windows 10. (yactuHa 1). /
Merenb 10.€., MixHoBa O.B., /leBkiH A.B., Yanuii 1.B., lkoBeHko O.M. -
OepKaBHuii 6iotexHonoriuHuit yHiBepcutert, 2023. - 50 c.

XmapHi TexHonorii B Kibep6esneui / Merenb 10.€., MixHosa O.B., JleBKiH
A.B., Yanui I|.B., flkoBeHko [A.M. - [epKaBHuUWU 6ioTexHONOriYHMMA
yHiBepcuter, 2022. - 50 c.

3axuct iHpopmauiiHUX pecypciB: HaBYa/lbHO-METOAUYHUIA NOCIBHUK Ao
Kypcy — 3axuct iHpopmauinHux pecypcis|| / yka. C. O. TposH. — YmaHb :
[6.8.], 2012. -120 c.

CUCTEMA OLUIHIOBAHHA (https://biotechuniv.edu.ua/pro-universitet/pubIichna-informatsiya/normatyvna-baza/)

CUCTEMA

100 6anbHa ECTS (cTaHgapTHa)

100 6anbHa cymapHa

BAIN AIANbHICTb, WO OUIHOETLCA
Ao 50 50% Big ycepepHeHOi OUiHKK 32 moayni
Ao 50 niacymKoBe TeCcTyBaHHA
4o 50 BianoBiAi Ha TecToBi NUTAHHA
no 20 YCHi BianoBiAi Ha NabopaTOPHO-NPAKTUUHUX 3AHATTAX
£o 30 pe3ynbTaT 3aCBOEHHA 610Ky camMocCTiHOI po6oTu

HOPMW AKAAEMIYHOI ETUKU TA AOBEPOYECHOCTI



Bci yuacHUKM OCBiTHbOroO npouecy (B ToMy Yucni 3406yBayi 0CBiTM) NOBMHHI AOTPUMYBATUCA KOAEKCY aKageMiuyHOi A06poYecHOCTi Ta BUMOT, AIKi NponucaHi y
nonoxeHHi «Mpo akagemiuHy A06poUYeCcHICTb YHACHUKIB OCBiTHbOro npouecy ABTY»: BUABAATU AUCLUNNIHOBAHICTb, BUXOBAHICTb, NOBAXaTU rigHICTb OAUH
0AHOro, NPoABAATU A06PO3MUNUBICTb, YECHICTb, BiANOBIAANbHICTD.



